CHI Easy Access:
Register From Off the CHI Network
Go to chieasyaccess.org and click "Register Now."
You'll see the screen below.
Your CHI Easy Access account is configured to use the same password you currently use to
log in to your CHI network.

Enter your CHI email address
or network username.
Enter your network password.
Click “Sign In.”

After you have registered, an image identifier you
select will display here.
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Enter secondary email

Choose a "Forgot
password" question.
Enter an answer for the
password question.
If you are locked out of your CHI network account and computer, you will
need a secondary email address (accessible from off the CHI network)
and mobile phone number (capable of receiving a text message) on file to
unlock your account. If you do not register a secondary email address
and mobile phone number, you will be unable to regain access to your
network account or use the online password reset tool successfully.

Click “Add Phone Number.”
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Enter phone
number.

Click “Send Code.”

Retrieve
code
sent to
your
mobile
device.

Enter code.

Click “Verify.”

You will see an alert that your
phone number has been
successfully verified.
Click “Done.” You'll see
a second verification
message.
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Select and click a picture to choose a
security image. This image will display on
the login screen. Your security image
gives you additional assurance that you
are logging in to the desired CHI website
and not a fraudulent one.

After completing all your
selections, click
“Create My Account.”

Next you'll see a screen with icons for the
tools you have access to.
Now it's time to sign up for Duo
Secure Remote Access:
You must complete this process from
on the CHI network (in a CHI facility or
connected via VPN). See registration
instructions on the following pages.
No network access? Your ITS leader or
CHI sponsor can submit your information
to the Secure Remote Access team.
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All CHI employees and users of the network are encouraged to sign up for Secure
Remote Access. This allows you to access CHI systems off the network AND to verify your
identity should you ever need to call the ITS Service Desk for network password reset or
network account unlock assistance. You must be on the CHI network to complete
Secure Remote Access registration (in a CHI facility or connected via VPN).
We use the Duo application for Secure Remote Access two-factor authentication. You can
download the free Duo Mobile app from your smartphone's app store.
Secure Remote Access requires a secondary email address accessible from off the CHI
network, and a mobile phone number capable of receiving a text message. Without these,
you will be unable to gain access to your account or use this tool successfully.

Click "Duo."

Enter your domain\your network username.
Enter your network password.
Click “Login.”
Follow the registration
instructions on the
following pages.
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Secure Remote Access
How to Enroll a Device
Verified: March 2018
Secure Remote Access registration can be initiated following CHI Easy Access registration, or
from the Secure Remote Access enrollment portal, accessible on InsideCHI. Registration will
also be initiated when you access a Secure Remote Access-enabled application or website
and have not yet completed one-time enrollment.
1. Click Start Setup.

2. Select an Authentication Method. One or more devices can be registered, or “enrolled,”
to serve as the second factor when two-factor authentication is required while logging in:
o Mobile phone: This can be a smartphone like an iPhone or Android, or a simple
cell phone with basic features.
o Tablet: Common examples include iPad models or Android devices like Nexus 7,
Nexus 10, etc.
o Landline: Can be your office phone, home phone, etc.
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Enroll a Mobile Phone
The following steps are required to enroll a mobile phone. The initial steps are the same,
regardless of whether you are enrolling a smartphone or a more basic cell phone.
1. Enter your phone number. Numbers can be entered with or without punctuation,
e.g., 888-888-8888 or 8888888888 are both acceptable.
2. Click the checkbox to confirm the number was entered correctly and then click the
Continue button.
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3. If you are enrolling a smartphone, indicate which type of device you will use in the
registration process. Refer to the Enroll Your Smartphone section below for a
description of the steps required to register your phone.

If the mobile phone you are enrolling is not a smartphone, select Other.
Refer to the Enroll Your Basic Mobile Phone section for a description of the steps
required to register your phone.
Enroll Your Smartphone
This example demonstrates the process for an Android phone, but the process is the same for
the other smart devices listed.
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If you have installed the Duo Mobile app, select I have Duo Mobile installed.

If you don’t yet have the app installed follow these instructions:
Downloading and Installing the Duo Mobile App
iOS devices (e.g., iPhone, iPad or Apple Watch)
• Launch the App Store app on your phone or tablet and search for “Duo Mobile.”
• Select Free and then tap Install to download the app.
• You will have to tap OK again when asked if Duo Mobile should be able to send push
notifications.
Android devices—phones and tablets
• Open the Google Play Store app on your phone and search for “Duo Mobile.”
• Select Free and then tap Install to download the app.
• You will have to tap OK again when asked if Duo Mobile should be able to send push
notifications.
• Additional device-specific information for Duo Mobile apps is available:
o Apple iOS Devices
o Android Devices
o Windows Phones
Once the app is installed:
1. Open Duo Mobile.
2. Tap the + button. (This might also appear to be a key with a plus sign.)
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3. Tap Scan Barcode or the Key and + sign symbol on your phone (you will need to
hold your phone up to the computer screen to scan the barcode).
4. Scan the barcode. A message will appear on your phone indicating that the
account has been added.
5. Click the Continue button on your computer when the scan and device
confirmation steps are complete.

6. A green checkmark will appear over the barcode indicating that the device was
successfully enrolled. Click the Continue button.
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7. The “My Settings & Devices” screen will now appear. The “Device successfully
added!” message is displayed on the bottom left corner of the screen. If you do not
choose to make any changes on this screen, you can click the Continue to login
button and the Choose an authentication method (the Duo login screen) will
appear.
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8. You will have several options on the “My Settings & Devices” screen. They are listed
below.
a) You can choose to automatically have Duo send you a Duo Push or phone call
upon each login. This would be beneficial if this device is the one that you will
most often use. If you want this option, select the checkbox next to
“Automatically send me a:” and then choose either Duo Push or Phone Call.
Then, click Save. After you click Save, a message will appear at the bottom of the
window indicating “Successfully saved default device settings.” You can close that
message by clicking on the X (not required).
b) The “My Settings & Devices” screen also lists the devices you have enrolled. If
you have enrolled more than one device, you can scroll down to see the list
under “My Devices.”
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c) If you choose “Device Options,” you will have the ability to “Reactivate Duo
Mobile” or “Change the Device Name.” If you replaced your phone with a
new model but kept the same phone number, you would want to “Reactivate
Duo Mobile.” After answering some questions about your device, you will
receive a new bar code to scan with your new phone, and that will complete
the activation process.

d) If you choose to “Change Device Name,” the device name block on the screen
will be highlighted and you can change the device name. For example, you could
rename your phone My Phone 1.
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Enroll Your Basic Mobile Phone
1. To register a basic phone (i.e., not a smartphone), select Other from among the
choices in the Choose Platform window.
2. Press the Continue button.

14

3. Enter the phone number you wish to enroll and click the checkbox to confirm the
number was entered correctly.
4. Click the Continue button.

5. A “Device successfully added” message is displayed, and the phone number of the
registered device is indicated.

Note: On the above screen, when enrolling a device type as “Other,” the only
option given for automatic authentication is a phone call.
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Also, the device options only include “Change Device Name.”

6. When you choose either “Continue to login” or “Done,” you will be taken to the
login screen.
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7. If you want to register other devices, select the “Add a New Device” option on the
left side of the screen. Refer to the Manage Devices document for additional
information.
Enroll a Tablet
This example demonstrates the process for an Android tablet, but the process is the same for
the other smart devices listed.
1. From the Add a new device screen, select Tablet and press Continue.
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2. Select your tablet’s operating system, then press Continue.

3. Install the Duo Mobile App for the tablet you are enrolling:
Downloading and Installing the Duo Mobile App
iOS devices (e.g., iPhone, iPad or Apple Watch)
• Access the App Store on your device and search for “Duo Mobile.”
• Select Free and then tap Install to download the app.
• You will have to tap OK again when asked if Duo Mobile should be able to send
push notifications.
Android devices—phones and tablets
• Open the Google Play Store on your device and search for “Duo Mobile.”
• Select Free and then tap Install to download the app.
• You will have to tap OK again when asked if Duo Mobile should be able to send
push notifications.
Additional device-specific information for Duo Mobile apps is available:
o Apple iOS Devices
o Android Devices
o Windows Phones
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4. Click I have Duo Mobile installed after you have downloaded the mobile
application or if you have already downloaded the mobile application.
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5. Tap Scan Barcode or the Key and + sign symbol on your device (you will need to hold
your device up to the computer screen to scan the barcode).
6. Scan the barcode. A message will appear on your device indicating the account has
been added.
7. Click the Continue button on your computer when the scan and device confirmation
steps are complete.

8. A green checkmark will appear over the barcode indicating that the device was
successfully enrolled. Click Continue.
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9. The “My Settings & Devices” screen will now appear. The “Device successfully
added!” message is displayed on the bottom left corner of the screen. If you do not
choose to make any changes on this screen, you can click the Continue to login
button and the Duo login screen will appear.
10. You will have several options on the "My Settings & Devices" screen, which are
listed below.

a) You can choose to automatically have Duo send you a Duo Push upon each login.
This would be beneficial if this device is the one that you will most often use. If
you want this option, select the checkbox next to “Automatically send me a:”
and then choose Duo Push. Then, click Save. After clicking Save, a message will
appear at the bottom of the window indicating “Successfully saved default device
settings.” You can close that message by clicking on the X (not required).
b) The “My Settings & Devices” screen also lists the devices you have enrolled. If
you have enrolled more than one device, you can scroll down to see the list
under “My Devices.”
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c)

If you choose “Device Options,” you will have the ability to “Reactivate
Duo Mobile” or “Change the Device Name.” For example, if you got a
new phone but kept the same phone number, you would want
to“Reactivate Duo Mobile.” After answering some questions about
your device, you will receive a new bar code to scan, and that will
complete the activation process.

d) If you choose to “Change Device Name,” the device name block on the
screen will be highlighted and you can change the device name. For
example, you could rename your tablet My Tablet 1.

22

Enroll a Landline Phone
You can use an office phone to validate your login attempt just as you would use a smartphone
or tablet.
1.

Select Landline.

2. Click Continue.

23

3. Enter the phone number of the landline to be enrolled.
4. Confirm the number is correct as you have entered it, then click the correct
phone number checkbox.

5. Click Continue.
6. The “My Settings & Devices” screen will now appear. The “Device successfully
added!” message is displayed on the bottom left corner of the screen. If you do not
choose to make any changes on this screen, you can click the Continue to login
button and the Duo login screen will appear.

7. You will have several options on the “My Settings & Devices” screen. They are:
a) You can choose to automatically have Duo send you a phone call upon each login.
This would be beneficial if this device is the one that you will most often use. If you
want this option, select the checkbox next to “Automatically send me a:” and then
choose Phone Call. Then, click Save. After you click Save, a message will appear at
the bottom of the window indicating, “Successfully saved default device settings.”
You can close that message by clicking on the X (not required).
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b) The “My Settings & Devices” screen also lists the devices you have
enrolled. If you have enrolled more than one device, you can scroll
down to see the list under “My Devices.”
c) If you choose “Device Options,” you will have the ability to change the
device name. If you choose to “Change Device Name,” the device name
block on the screen will be highlighted and you can change the device
name. For example, you could rename your phone My Phone 1.
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